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January 9, 2018, update for SharePoint Enterprise Server 2013 (KB4011595)
This update fixes the following issue:

The rich text fields in an InfoPath form lose their formatting when you promote a form
property to a SharePoint Library property.

January 9, 2018, update for SharePoint Enterprise Server 2013 (KB4011647)
This update fixes the following issues:

Assume that you don't select any options under Display Settings. When you try to upload a
new profile picture, the upload picture dialog box may not function correctly.

When the User Profile Synchronization service is restarted, the mapping for the Preferred
Name property is cleared.

This update also improves the translation for the Find a file search box in the Catalan
version of SharePoint 2013.

Description of the security update for SharePoint Enterprise Server 2013: January 9, 2018
(KB4011599)

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see Microsoft Common Vulnerabilities and Exposures CVE-2018-0799.

Description of the security update for SharePoint Enterprise Server 2013: January 9, 2018
(KB4011579)

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see Microsoft Common Vulnerabilities and Exposures CVE-2018-0797.

Description of the security update for SharePoint Foundation 2013: January 9, 2018
(KB4011653)
This security update contains improvements and fixes for the following non-security issues:

When you use some custom claims providers, you encounter an exception during the token
update.


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0799
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0797

You cannot load EditForm.aspx pages if you use a custom master page that contains allow
framing web parts. You also receive the following error message:

Sorry, something went wrong
An unexpected error has occurred.

You may experience data loss when you coauthor Microsoft Word, Excel, or PowerPoint
documents. This issue occurs because of a winning strategy that your changes are override
by other people who saves the documents last time.

When you change the view of an announcement list from current view to summary view,
you might receive one of the following error messages:

TypeError: Unable to get property ‘GroupField' of undefined or null reference (IE)

TypeError : b is undefined

When you add a user to a Microsoft SharePoint group, SharePoint adds the user to
"Members" group instead of the group you selected.

January 9, 2018, update for SharePoint Enterprise Server 2016 (KB4011645)

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about the
vulnerabilities, see the following Common Vulnerabilities and Exposures (CVE) documents:

CVE-2018-0789

CVE-2018-0790

CVE-2018-0792

CVE-2018-0797

CVE-2018-0799



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0789
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0790
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0792
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0797
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0799

This update contains the following improvements:

Improves the translation for Find a file search box in the Catalan version of SharePoint 2016
language pack.

Translates the Learn More information and link texts in multiple languages for the self-
service site creation feature in Admin site.

Translates some terms in multiple languages to make sure that the meaning is accurate.

Description of the security update for SharePoint Enterprise Server 2016: January 9, 2018

This security update contains improvements and fixes for the following nonsecurity issues
for Microsoft SharePoint Server 2016:

Data validation fails when you publish a site page if the regional setting is Norwegian
(Bokmal), and you receive the following error message:

You must specify a valid date within the range of 01.01.1900 and 31.12.8900.
When you run a search crawl for a Line of Business Data (BDC) type of content source that

contains blob files, you receive an error message in the crawl and ULS-logs that contains:

CRobotThread:Thread failed to move BDC blob file.
The blob files don’t get indexed, and you cannot search for them.

When you upload a document or a folder and then share it to other users by
selecting Share > Shared With > Email Everyone, the recipients receive an email message
that has a broken link if the document or folder has a white space in the file name.

This update fixes an OAuth regression in Windows Claims mode that occurs if a user has
permissions to access a SharePoint site through an Active Directory security group. This
affects SharePoint workflows among other scenarios.

Consider the following scenario:
You go to the Delete Enterprise Objects page and choose timesheets.
You select from and through dates.

You select the Delete button.

The process begins, but then you see an error message that resembles the following:



Sorry, something went wrong

An unexpected error has occurred.

Technical Details

Troubleshoot issues with Microsoft SharePoint Foundation.

Correlation 1D: 0xx0xxXXX-XXXX-XXXX~XXXX-XXXXXXXXXXXX

Date and Time: <Date> <Time>

When you look at the queue jobs, you find that they have not completed. This problem can

occur if there are many thousands of timesheets and many hundreds of reporting periods.

You cannot restore a site collection if Remote BLOB Storage (RBS) is enabled in a SharePoint
2016 farm. In addition, you receive an error message that resembles the following:

Restore-spsite : Specified cast is not valid.
After you install this update, you can restore site collection for the RBS content database.

You cannot upload the changes for a document through Microsoft Office 2010 clients to
SharePoint Server 2016.

Improves the translation for the Find a file search box in the Catalan version of SharePoint
2016 language pack.

Translates the Learn More information and link texts in multiple languages for the self-
service site creation feature on the Admin site.

When you set a result source that's created at Search Service Application (SSA) level as
default at a site or site collection level, the result source is not used as expected if you don't
have any other search customizations. Instead, the out-of-box default result source Local
SharePoint Results is still used.

The proxy server that is configured at the Search Service Application (SSA) level is not used
when you search.

You cannot deploy changes on navigation by using content deploy feature.

After you install the updates Description of the security update for SharePoint Enterprise
Server 2016: October 10, 2017 and October 10, 2017, update for SharePoint Enterprise
Server 2016 (KB4011161), views in the pjrep schema, which are used for reporting, are lost.

Translates some terms in multiple languages to make the meaning accurate.


https://support.microsoft.com/en-us/help/4011217/security-update-for-sharepoint-enterprise-server-2016
https://support.microsoft.com/en-us/help/4011217/security-update-for-sharepoint-enterprise-server-2016
https://support.microsoft.com/en-us/help/4011161/october-10-2017-update-for-sharepoint-server-2016-kb4011161
https://support.microsoft.com/en-us/help/4011161/october-10-2017-update-for-sharepoint-server-2016-kb4011161

You cannot load EditForm.aspx pages if you use a custom master page that contains allow
farming web parts. You also receive the following error message:

Sorry, something went wrong
An unexpected error has occurred.

In certain cases if no options under Display Settings are selected, when you try to upload a
new profile picture by selecting the Upload Picture button, the dialog box doesn’t function
correctly.

The SharePoint Framework (SPFx) page crashes when the site’s regional setting is changed

You cannot create projects by using the Project Server 2016 client-side object model
(CSOM) if some required fields are missing.

Actual work that has been reported by team members in a project inadvertently gets spread
differently than what was reported. For example, the actual work hours of 2, 2, 2, 2 are
changed to 1.78, 1.78, 1.78, 2.45. The totals stay the same, but the time-phased work
appears differently across the days. This issue occurs in certain situations when the project is
edited in Project Web App even though the task setting and display server option Only
allow task updates via Tasks and Timesheets are enabled.

SharePoint security groups may not be populated with the correct users when the Project
Server Active Directory synchronization process runs. As a result, users may not be able to
log on to Project Server or may have the wrong permissions.

Consider the following scenario:

You have an Administrative category that enables multiple lines.

You create a timesheet and add a new non-project line that uses the category in the
timesheet.

You change the default name or description for the non-project line to a new name and
then save the timesheet.

After that, you go to the next timesheet period, and then check the administrative task.

In this situation, you see the task in the next timesheet period, but the task name or
description doesn't carry over.



